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Prefatory Notes 
• Co-author George Akerlof 

• Why a popular book: 

–Over-acceptance of view that markets are 
   invariably beneficial. 

–Holes in acceptable economics. 

– There seems to be an unnecessarily limited 
list of “market failures” that economists 
routinely think of 

–As if there is only one possible failure, 
externalities (or public goods)   



Our Phishing Definition 

• Phishing was coined in 1996 as the Internet was getting 
established. OED: “perpetrating a fraud on the Internet 
in order to glean personal information from individuals, 
esp. by impersonating a reputable company; to engage 
in online fraud by deceptively ‘angling’ for personal 
information.”   

• For us, phishing is different: sophisticated, professional 
behavior of large organizations that is designed to 
exploit either psychological or informational 
weaknesses of consumers.   

• Phishing  is about angling more broadly, about 
dropping an artificial lure into the water and sitting and 
waiting as wary fish swim by, until by the laws of 
probability, most fish make an error and are caught 



A Whole Company “BassPro.com” 
Specialized in Making Lures for One 

Species of Fish 
 



Our Phool Definition 

• A phool is someone who does not fully 
appreciate the magnitude and ubiquity of 
phishing, and so is successfully phished.   

• Two kinds of phools: 
– Psychological phool 
– Informational phool 

• Of course, we all know there is some phishing 
and there are some phools 

• But when we put on our economists’ hats, we 
seem to lapse into phishing blindness 



A Problem with Economists’ 
Application of Optimality Concepts 
• It often seems that economists can’t think of 

anything possibly wrong with market 
equilibrium that doesn’t fall under 
“externalities” and “public goods” 

• Limiting talk to such market failures has 
limited our scope for economic analysis 

• We are influenced by Irving Fisher’s 1918 
critique of utility theory 



Irving Fisher: “Is "Utility" the Most Suitable Term for 
the Concept It is Used to Denote? AER 8:335-7, 1918 

“[Economists’ concept of utility is] misleading to every beginner 
in economics and to the great untutored and naïve public who 
find it hard to call an overcoat no more truly useful than a 
necklace, or a grindstone than a roulette wheel. Economists 
cannot with impunity override the popular distinction between 
useful and ornamental, much less that between useful and 
useless, without confusing and repelling the man in the street.” 

  

Instead of “utility,” Fisher proposes “wantability” and in place of 
“utils,” “wantabs.” 



NGRAMS.GOOGLELABS.COM Search 
for “Wantability” 1800-2008 



General Equilibrium with 
Wantability 

• Utility U(X), X= vector of consumed goods 

• Wantability W(X) 

• Competitive equilibrium is W-optimal, not U-
optimal 

• Vector X may have many elements, most of 
which are hardly produced 

• We have difficulty imagining how different a 
U-optimal world might be 

 



Extending the General Equilibrium 
to Include Marketing 

• Utility U(X), X= vector of consumed goods 

• Wantability W(X,M), where M is a vector of 
marketing manipulations of psychology or 
information 

• Cost  of marketing is C(M) 

• Firms maximize profits given that consumers 
are maximizing W(X,M), and subject to C(M) 

• Very different from Walrasian equilibrium! 

 



How Large is the vector X?  

• 25 quintillion (25,000,000,000,000,000,000) 
possible pairs of buyers and sellers. 

• One new idea per person per month over the 
last century = 4,000,000,000,000 new ideas  

• It staggers the imagination to consider what 
other dimensions our economy might take 

• Economists do not take it as their charge to 
try to imagine how much we are steered 
around other possibilities 



Paul Samuelson “The Empirical 
Implications of Utility Analysis” 

Econometrica 1938 
• “First there has been a steady tendency 

toward the removal of moral, utilitarian, 
welfare connotations from the concept [of 
utility]. Secondly, there has been a progressive 
movement toward the rejection of hedonistic, 
introspective, psychological elements. These 
tendencies are evidenced by the names 
suggested to replace utility and satisfaction—
ophélimité, desireability, wantability, etc.” 



Samuelson 1938, continued 

• “That some modern formulations of the utility 
concept are circular and meaningless in the 
above sense, is hardly open to doubt. Consider, 
for example, a typical view as follows: (1) People 
act according to a plan; (2) a plan is how people 
act; (3) hence, people act as they act. This last 
conclusion is devoid of empirical significance, 
being consistent with any and all kinds of 
behavior.”  

• “It is the purpose here to demonstrate that the 
utility analysis ordinary form does contain 
empirically meaningful implications by which it 
could be refuted. 



Francis Bator’s Economic Problems 
Beyond Public Goods and Externalities 

• Imperfect information 

• Inertia (stickiness) 

• Infeasibility of costless lump-sum taxes 

• Businessmen’s desire for a “quiet life” 

• Uncertainty of inconsistent expectations 

• Vagaries of aggregate demand 

        He does not mention phishing! 

Francis Bator, “The Anatomy of Market Failure,” 
Quarterly Journal of Economics, 72:351-79, 
1958 



Real Problems that Persist in Free 
Markets 

• Many or most people ignore basic health 
advice (lower sodium, fat, more fiber, less 
sugar, get enough exercise, fewer calories) 

• Many or most people save too little 

• Many or most people live lives of “quiet 
desperation,” feeling worried about financial 
troubles 

• Many or most people feel that there are not 
enough resources to allow us to raise taxes to 
solve such problems as global warming 



Continued 
• People seem to be routinely victimized by 

investing schemes 

• People often think that they should drink 
alcohol for their health even though medical 
research is weak on this. 

• People do not want to pay more taxes to 
support scientific research 

• Princeton sent 46% of its seniors into finance 
in 2006 



Continued 

• Many or most people feel that their lives are 
relatively small and insignificant relative to 
celebrities’ — TV makes people feel poorer 
and desire to be richer. 

• Many problems with alcohol, cigarettes, other 
addictions, related to the marketing of these 
products. 

 

 



Such Problems Could Worsen as 
Information Age Progresses 

• Big data 

• Ability to sort people to exploit subgroups 

• Increased ability to reach people with targeted 
ads 

• Web search history has instant impact on 
information available, automatically, through 
an algorithm that exploits billions of 
possibilities 



A. Psychological 
Phools 



Vance Packard’s List of 
Psychological Anomalies from His 
Book The Hidden Persuaders 1958 

1. Selling emotional security (e.g. chest freezers after 
WWII) 

2. Selling reassurance of worth (painkiller ads stress 
doctors recommend them, flattering doctors) 

3. Selling ego gratification (photos of steam shovels over 
operators’ shoulders) 

4. Selling creative outlets (cake mixes with an egg) 

5. Selling love outlets (Liberace’s mother) 

6. Selling sense of power (high horsepower) 

7. Selling sense of roots (Mogen David Wine) 

8. Selling immortality (Life insurance after-death family 
picture) 



 
Cialdini’s List of Psychological 

Anomalies from His Book Influence 
1985 

1. Reciprocity (give something to them first) 

2. Liking (obedience to liked person) 

3. Authority (Milgram experiment) 

4. Cognitive dissonance (we get negative affect 
from conflict with own beliefs) 

5. Imitation: (we unconsciously imitate others) 



Geoffrey Miller’s List from his 2009 Book Spent: 
Sex Evolution and Consumer Behavior 

1. Our vast social primate brains evolved to pursue one 
central goal: to look good in the eyes of others” 

2. “Consumerist capitalism is not materialistic but semiotic 
(signs, symbols, brands) 

3. People demand “fitness indicators, “ symbols of health, 
fertility, beauty” 

4. Innate tendency to narcissism can be amplified with 
appropriate stimuli 

5. We greatly overestimate how much attention others 
pay to our product displays, (spotlight effect) and our 
ability to fool others as to our true age (associated with 
narcissism) 



List of Psyhological Anomalies from 
Brandwashed: Tricks Companies Use to 
Manipulate and Persuade Us to Buy by 

Martin Lindstrom 2012 

1. Fear sells 

2. It pays to start marketing to little children 

3. Exploit power of peers 

4. Exploit power of celebrities and fame 



Stories, identity 

• Many psychological chinks 
• Notably, a person weaves a 

sense of identity, a personal 
story, that matters terribly 
much 

• Most advertisements depict 
individuals in a story 
situation that serves as a 
model for the consumer 

• Our very sense of “who am 
I?” is manipulated by 
advertisers and other kinds 
of marketers 





Advertising in 1790s 

 



Late 19th Century: Ads Start to Extol 
Brands (Grape Nuts 1898) 



Advertising in 21st Century 



Example: Invention of the Slot 
Machine for Gambling 

• Invented 1893, from an 1899 newspaper 
article: 

• “In almost every saloon may be found from 
one to half a dozen of these machines, which 
are surrounded by a crowd of players from 
morning to night. . .Once the habit was 
acquired it became  almost a mania. Young 
men may be seen working these machines for 
hours at a time. They are sure to be [the] loser 
in the end . . .”  



Optimization of the Slot Machine 
• The speed of the turn is exactly designed to 

make the user mentally prone to continue.   

• Credit cards now free machines to amplify the 
cycle 

• The winnings are also programmed just to 
keep the player pulling the lever, (just one 
more time, he says to himself) 

• Players allowed to make multiple bets 
simultaneously, and if one of them rings the 
bells ring as a win, “losing win” 



Regulation has Stopped Slot 
Machines Mostly 

• In Nevada, where slot machines can be found 
in supermarkets, gas stations, and airports, 
the average adult spends 4% of income on 
gambling losses, nine times the U.S. average.  

• Even in Nevada slot machines are regulated: 
the Nevada Gaming Control Board rejected a 
proposal to have gambling machines at 
convenience store checkouts inviting 
customers to wager the change from their 
purchases.  



Profit Margins of Major Casinos 

 



Example: Invention of Health Club 
Plans 

• Ulrike Malmendier and Stefano Della Vigna NBER Working 
Paper 2004 using data on health club membership and use 
and a questionnaire survey of health club users 

• “Members who choose a contract with a flat monthly fee of 
over $70 attend on average 4.8 times per month. They pay 
a price per expected visit of more than $17, even though a 
$10-per-visit fee is also available. On average, these users 
forgo savings of $700 during their membership.” 

• Most users pick the monthly or annual contract, even 
though it loses them money 

 



Example: Project Narwhal in 
Obama Election Campaign 

• 10K interviews a week in battleground states 

• Mass emails, with little hooks, like “win lunch 
with Obama” 

• Processing of big data to find which ploy wins 
with which demographics, income, etc. 

• For example, try “Just donate $x now” and 
experiment with x in relation to database  

• No deep psychological research behind this, just 
data-oriented experimentation and an ability to 
focus on submarkets 



Car Dealers’ Tricks 

• Focus on monthly payments 

• Undersell trade-ins 

• “Four box method” Box 1: monthly payment, 
box 2: trade in value, Box 3: down payment, 
Box 4: car price, load onto the box the 
customer seems most focused on 

• Selling add-ons, “add-on effect.” Dealers 
oppose mandatory rear-view cameras on cars 
because it will diminish their ability to use the 
add-on effect 

 



B. Information 
Phools 



Marketing Provides Selective Positive 
Information for Products that is Rarely 

Countered 
• People remember the facts they hear 

repeated regularly 

• It is costly to repeat selective facts (costs 
represented by our C(M) function) 

• Perhaps most of our habitual product choices 
differ from those of other people because we 
have mistaken impressions of their 
advantages, impressions created by phishes. 

 

 



Consumer Reports 
• Stuart Chase & F.J. Schlink Your Money’s Worth, 

Macmillan, 1927, led to Consumer Research, then 
it threw of a scion, Consumers Union, publisher 
of Consumer Reports 

• Initially, Consumers Union depended on labor 
solidarity to create a “group” like that described 
by Mancur Olson in his Logic of Collective Action 

• But Consumer Reports is only of marginal 
significance. 

• Consumer Reports has had to resort to lotteries 
and promotions.  



Why Is Negative Advertising So Rare? 

• Advertisers rarely point out shortcomings of 
competitors’ products 

• Marketing literature points out negative public 
reaction to negative ads 

• Danger of lawsuits in placing such ads 

• People identify with the products they 
consume, and can react badly to criticism 

• Much negative advertising’s advantages are a 
public good, so underproduced 

 



Recent Articles: Evidence for 
Health Benefits of Alcohol Is Weak  
• “Potential health benefits of moderate alcohol consumption: 

current perspectives in research.” Nova, E. et al. Proceedings 
of the Nutrition Society, 2012 May; 71(2):307-15 

• “The logistical problems of performing sufficiently powerful 
studies, with a large number of healthy people recruited to be 
on the randomized-controlled intervention for time enough to 
assess the effect of moderate alcohol on variables such as 
cognitive decline, functional decline, or all-cause mentality, 
seem more restraining than the ethical issues.” 

• Castro PV, Khare S, Young BD, Clarke SG. (2012-01-18). 
"Caenorhabditis elegans Battling Starvation Stress: Low Levels 
of Ethanol Prolong Lifespan in L1 Larvae". PLoS ONE 7 (1), but 
extrapolation from worms to people is questionable 

 

 



Period Prevalence of Substance 
Use Disorders (NIH) 



Edward M. Miller, “Risk, Uncertainty, and Divergence of Opinion”  

J. Fin. 32(4):1151-68, Sept 1977. 

• “Short sales can only moderate the bidding up of 
riskier securities because short selling is profitable 
only with stocks that decline in price at a rate 
sufficient to cover the dividends the short seller 
owes to the lender of the stock. It is impossible to 
make a profit by selling short an overpriced stock 
which will have a subnormal return, if that return is 
positive. The reason is that the short seller does not 
receive use of the proceeds of the short sale (or even 
interest on them).”  



Broader Analogy to Miller’s Short 
Sale Theory 

• It is generally impossible to short any 
overpriced goods of any sort, not just stocks. 

• People randomly sample pitches for products 
that exclude negative information about 
them, are phished. 

• Zealots form for particular products 

• Fad diets rarely eliminated by criticisms 



Analogy to Analysts Giving More 
Buy Recommendations 

• Analysts fear retaliation for giving sell 
recommendations for individual stocks 

• Ill will results even from investors 

• Result is that all we see are varying degrees of 
wonderful reviews 

• The Internet is giving vent to far more 
negative reviews, though not well informed 
negative reviews. 



Example: Airborne Tablets 
 

• Airborne created an 
impressive ad campaign  

• Center for Science in 
the Public Interest filed 
class action against  
Airborne for 
unsubstantiated claim 
that it prevents colds 

• Airborne was forced to 
drop that claim 

• Airborne is still a best-
selling drug 

 



Example: Power Saws 

• Circular saw manufacturers oppose adopting 
automatic stops because it would lower their 
profits and open them up to lawsuits. 

• Consumers don’t know about this safety 
features (one of the 25 quintillion ideas we 
don’t know about) 

• “Black & Decker” gets 50x more Google hits 
than “SawStop,” the safety technology. 



Student Phishing 

• Universities raise nominal tuition and offer 
aid, a phish 

• Universities don’t advertise bad statistics for 
job placement 

• Universities not forthcoming on the impact of 
high debt 



Suze Orman 

• Enthusiastic Audiences. 

• The 9 Steps to Financial Freedom: Practical 
and Spiritual Steps So You Can Stop Worrying.   

• Financial advisees: do not follow rational 
budgeting.   

• Test: expenditures do not add up. 

• Real life: nothing left over for savings. 

 



Statistical Portrait of Typical 
American 

• Could not raise $2,000. 

• Low financial assets.  

• Purchases and payday. 

• Bankruptcies. 
  

 



Endemic Temptation  
  

• Goes beyond credit cards.  

• The nature of capitalist markets. 
 



Conclusion 
  

• Phishing for phools is important. 

• It creates bad equilibria. 

• Especially so, if we think markets are 
totally benign and ignore the phish. 

 

 




